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(SEM I11) THEORY EXAMINATION 2025-26
CYBER SECURITY
TIME: 3HRS M.MARKS: 70

Note: Attempt all Sections. In case of any missing data; choose suitably.

SECTION A
1. Attempt all questions in brief. 2x07=14
Q no. Question Co
a. What is cyber security. TTgaR JRET T 27 1
b. Examine the terms “trends in mobility. 2
TR H S Weq] P ofid B |
C. What is a worm in computer? 3
HEER # I 1 B &
d. What is a forensic investigation? 4
BRRS Sid 18I 62
e. What is privacy threat in social media? 4
A1 Hif ST H fHoTdT &1 G’ 1 82
f. Define Indian cyber law. WWW@U&W@I 5
g. What is copyright act? bIURTae SMfAfAaH o g7 S
SECTION B
2. Attempt any three of the following: 7x3=21
Q no. Question Cco
a. Discuss about survival mantra for the netizens. 1
ST IUANTHArH! & RIT Sfia & 33 W 9 By |
b. Descrlbe organlzatlonal measures for handling mobile devices securely. | 2
Hiargd duohaun D1 PRI Y G YU & 1T I 17 Surl
EACUEER
C. Explaln Tro an horses and backdoors with sunable examples. 3
SHSR Bl U 3aTERUN o I HIT |
d. Dlscuss the concept of chain of custody and its‘importance in legal | 4

proceedings.

SHTUREIT SRIT BT SAYRON 3R B HIddTel & 39F Hed R g

Ead
e. Explain the objectives and scope of the Digital Personal Data Protection | 5

Act, 2023.

f$forca aafaara Ser WReor Hff=m, 2023 & Ie=Al SR HRIGT

D1 HRAT BT |

SECTION C
3. Attempt any one part of the following: 07x1=07

Q no. Question Co
a. Who are cybercriminals? Discuss different types of cybercriminals and | 1

their motives.

IR RIS DI Bid 82 AT UPR & AgeR SR} 3R I
Il R Il pifoTg|
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b. Describe various cyber offenses and explain how criminals plan cyber | 1
attacks.

IR THR & AR SRTHT &1 90 H 3R Famd b sroRiedt wrgaR
gAd! P Aol Y 1 & |

4. Attempt any one part of the following: 07 x1=07
Q no. Question CoO

a. Write the security challenges posed by mobile devices. 2
AeT3d SUSRON F I B arelt & Il & IR | ford|
b. Explain the proliferation of mobile and wireless devices and trends in | 2
mobility.

TS 3R IR IUBUN & dgd STANT 3R Tfa=iierdr & Sl
&1 SRS BT

S. Attempt any one part of the following: 07x1=07
Q no. Question CO

a. Describe steganography and its applications in cybercrime. 3

3R ATZER ORTY H SHP-SIHINT BT qui He |

b. Describe buffer overflow attacks and their consequences. 3

THR ARG §HAT 3R IAP URUIHY BT JuH B |

6. Attempt any one part of the following: 07x.1=07
Q no. Question CoO

a. Discuss security and privacy threats associated with social networking | 4
platforms. . ]

=T el T WethiH § T JRET R MUl et Wer| o =i
Eadl

b. Explain cyber forensics and the role of digital evidence in investigations. | 4

2R BRATRT 3R S H fSfored Tq1eg &1 YHeT &) g8y

7. Attempt any one part of the following: 07 x1=07
Q no. Question CO

a. Explain trademarks and their role in-brand protection. 5
ST 3R FiS W0 H I AT Bl gHsu|
b. Write the issues in intellectual property. Explain patent law in India. 5
RfgH Yual I F&fd Ggf &1 fafau| YRd & U ST B e
Iy |
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