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Note: Attempt all Sections. In case of any missing data; choose suitably.

Tie: Gl ST Bl &6 B BT TIT B9/ Tle Bz T-7bR] SRl & T FugFT [dbe g/

SECTION A

1. Attempt all questions in brief. 02x7=14

Q Question CO | Level

no.

a. | What is global perspective of cybercrime? 1 K2
3SR STRTY PT YD VDI 1 82

b. | Define Cyber Forensics. 1 K1
ISR PRI DI TRHIT B

c. | Differentiate between mobile device proliferation-and mobility trends. 2 K2
AR f$agy YR (Proliferation) 3R A ¢59 H iR Id1zU|

d. | What is a phishing attack in mobile phones? 2 K1
e BIF H R sréew o g 37

e. | What is a backdoor in cyber security? 3 K1
TTZeR JR&M H dHSR FT Bl 82

f. | Why is digital evidence easily alterable? 4 K2
feforea e st & uRafdd ol 81 w82

g. | Explain how cyber laws in India deal with data breaches and cyber frauds." | 5 K2
YR H WEeR HIA Sl g 3R IRaR dRayst ¥ &9 fAued g,
REEIEM

SECTION B
2. Attempt any three of the following: 07x3=21
Q Question CO | Level

a. | Explain how attackers exploit human/ psychology in cyber offenses. | 1 K3
Support your answer with examples.

AR IR Il H A AT HT HY ST P 87
IGTe U Higd US|

b. | Discuss major security challenges posed by mobile devices in modern | 2 K3
organizations.

MYFE Tia-t § MaTsd (ST R ITF UE JR&M ol R
I P

c. | Explain the role of proxy servers and anonymizers in cyber crimes. 3 K2
TR HRTE H TRt ek 3R SFFETEOR @ i qaems |
d. | Explain how digital evidence, email forensics, and network forensics | 4 K4
collectively contribute to solving cyber crimes.
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gr=st fo fefored T1sa, -7 BRI 3R Seds BT fHdH
ISR RTE b1 g B H $Y TNSH d B

e. | Explain various intellectual property rights and discuss their importance in | 5 K3
cyber space along with related legal provisions in India.

fafie Sifee Tuar SRIERI S AT Ul TEeR WY § 396 Agd
& 1Y YRA H eI S ae=i 0 =9l Sifo |

SECTION C
3. Attempt any one part of the following: 07x1=07
Q Question CO | Level

a. | Analyze the effectiveness of multi-factor authentication (MFA) in |1 K4
preventing cyber offenses based on social engineering.

Aecl-thaer SR IE (MFA) AIwd gelifFafar smemiRd arseR
SMRTYT Y A1 & foo =T U1t B2 faewmr wifsmu |

b. | Evaluate the role of ethical hacking in preventing cybercrime. How is it | 1 K4
different from malicious hacking?

TRISA BT B YHT BT Geieh BT off ATSER SURTY 1 A &
TS & | U8 gufaArgul 8fchT & Hd i g2

4. Attempt any one part of the following: 07x1=07
Question CO | Level

a. | Discuss various types of credit card frauds in mobile computing and | 2 K4
explain their execution techniques.

aeRd dEeT & Ot UeR & $ise @ UaySl dul 396
e & aie! R = i |

b. | Analyze the role of app permissions in-compromising mobile security. | 2 K4
How can misuse of permissions lead to cyber attacks?

Hiegd YR&T # V0 WERE 3 ®1 fazavor HIfT| 7
SSUINT ¥ WIEeR §Hd Y IHd BId /2

5. Attempt any one part of the following: 07x1=07
Question CO | Level

a. | Explain password cracking techniques. Why are weak passwords still a | 3 K2
major security risk despite awareness?

Ude b - & JASY| SINEHdl & dace HHOR
ugs 3 off soT TR o 82
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b. | Describe the working of keyloggers and spyware. How can users detect | 3 K3
and prevent them?

PIATR R WRHAR F B P B UlhAT ST guid BT

ST 55 P4l UgdH 3R P Gbd 57
6. Attempt any one part of the following: 07x1=07
Q Question CO | Level

a. | Explain the challenges faced in computer forensics such as data encryption | 4 K2
and data volume.

HHR BRI # 3 arelt gAIfadl oY ThRM SR 99 3¢l dicgd
Bl FHHTSY|

b. | Analyze security and privacy threats in social networking sites from a | 4 K3
forensic perspective.

BRI EPHI Y IR FeafdhT ey T JRem AR Mu-TgdT Wi
P1 faeayur S|

7. Attempt any one part of the following: 07x1=07
Question CO | Level

a. | Explain the importance of accountability, transparency and Consent in | 5 K2
data protection frameworks.

ST W& G | Sardcg!, URGRIAN 3R JgHld & Hed ol gaemsu|
b. | Explain the concept of “legal jurisdiction” in cyber law and why it is | 5 K2
complex in online crimes.

IR B H “3MUPFR &F (Jurisdiction)” Bt SGURUN 3R HTTATIA
ORI H 39! Sfcerdl gHSSy|
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